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Oracle — 25 Plus Years Audit Vault
Of Security Leadership Database Vault

Content DB, Records DB
Secure Enterprise Search
Thor & Octet String (IdM Acquisitions)
Phaos, Oblix, (IdM Acquisitions)
Database CC Security Eval #18 (10g R1)
Transparent Data Encryption
VPD Column Sec Policies
Fine Grained Auditing (9i)
1st Database Common Criteria (EAL4)
Oracle Label Security (2000 8.1.7)
Virtual Private Database (1998)
Enterprise User Security (8i)
Database Encryption API
Kerberos Support (8i)
Support for PKI
Radius Authentication
Network Encryption (Oracle7)
Oracle Advanced Security introduced
First Orange Book B1 evaluation (1993)
Trusted Oracle7 MLS DB
Government customer (CIA — Project Oracle)
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. Sigurnost - zasto, kako?

razlozi ...
1. Volja uprave

2. Zakoni, regulative

| rjesenje ...
1. Pravila
2. Procedure

3. Provjera

ORACLE



B Audit Vault

 Monitoring alat

User Management Access Control
* Jracle |dentity Management ¢ Jracle Database Vault
¢ Entemprse User Secunty . * Oracle Label Security

i,

i

Core
Platform
Security

Monitoring Data Protection
* Oracle Audit Vault * Oracle Advanced Security
* EM Configuration Fack * Oracle Secure Backup
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B Audit Vault

glavna funkcija u sigurnosnom dijelu sustava

Tocka na |

NEPORECIVOST

ORACLE



. Tehnicki problem sigurnosti

PROTURJECNOST
e Aplikacija— omogucava da se nesto moze
* Sigurnost — osigurava da se nesto NE moze

 Neporecivost — netko je ipak ... atkoi Sto ?
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|lzazovi auditinga

- fizicke razine sigurnosti -
Podaci na disku

Podaci u posluzitelju (OS)
Podaci u bazi

Podaci na mrezi

Podaci u aplikaciji
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|lzazovi auditinga
- tko neovlasteno pristupa podacima -

Prijetnje izvana
- hakeri

Prijetnje iznutra
- nezadovoljni zaposlenici

Po Gartner-u:
- preko 70% prijetnje IZNUTRA
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. |lzazovi auditinga
- Neovisnost -

Struktura Audit Vaulta

Oracle
Audit Vault
Admin

Audit Settings

Pre-iefined Roles
For Senaration of Dy

Protected Schema
Security Feature

Data Mining

Podjela uloga

Aplikacija na zasebnom
posluzitelju

Database
11g

10q (R1, R2)
9iR2

Oracle
Database

P

P artitioning
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. Funkcionalnost AV
- zasStita repozitorija -
- Bl nad skladistem -

Struktura Audit Vaulta

Audit Vault
Admin

Audit Settings

Pre-iefined Roles
For Senaration of Dy

Protected Schema
Security Feature

Data Mining

Podjela uloga

Network Encryption
Database Vault
Partitioning
Skladiste podataka

Database
11g

10q (R1, R2)
9iR2

Oracle
Database

P artitioning
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Funkcionalnost AV
- pravila auditinga -

Preko politika
- skupovi pravila

- mogu se kombinirati

jednostavno
propagiranje na ciljnu
bazu — preko
agenata

Podjela uloga

HR Financial
Database Database

£
@

1 .
11

Privilege SoX Audit
User Audit Settings
Settings

: 1t
1

Customer
Database

E

T

2
o
Privacy

Audit
Settings

ot
1

h 4
Audit Vault
g - Administrator
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Funkcionalnost AV
- 1zvori auditinga -

Audit trail u bazi
- obican | FGA

Aud datoteke a disku

Redo datoteke

Podjela uloga
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B Audit Vault — analiza i izvjestaj

e Ugradena analiza Star schema
« Ugradeni izvjestaji
e Ugraden sustav uzbunjivanja

« A ako to nije dosta ?
- mogucnost pristupa preko Bl alata

(Bl Publisher, Bl Suite)
- Korelirani izvjestaj

schema repozitorija objavljena u
dokumentaciji

ORACLE
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ORACL €S Enterprise Manager 10g

Database Instance: av > Privileged Users Activity - Past 24 Hours: JTAYLOR, SYSTEM, SYS

Privileged Users Activity - Past 24 Hours: JTAYLOR, SYSTEM, SYES

Privileged user activity over the past 24 hours: JTAYLOR, SYSTEM, SYS

Audit Event Audit «

Audit Source User Category Event Object Client Host T

VIMSSRCZ.ORACLE.COM JTAYLOROBJECT DROP SCOTT.EMP1 vipshah-lap2
MAMNAGEMENT TABLE

VMSSRCZ ORACLE COMJTAYLOR OBJECT DROP SCOTT.EMP2Z vipshah-lap 2
MAMNAGEMENT | TADLE

VMSSRCZ ORACLE COMJTAYLOCROBJECT CREATE SCOTT EMP2 |(wvipshah-lap?
MANAGCGEMENT TABLE

VIMSSRCZ ORACLE COM JTAYLOROBJECT CREATE |SCOTT.EMP1 vipshah-lap2
MANAGEMENT TABLE

VIMSSRCZORACLE.COM JTAYLOR OBJECT ALTER SCOTT.EMP1 vipshah-lap 2
MAMAGEMENT TABLE

VMSSRCZ ORACLE COMJTAYLOR OBJECT AL TER JTAYLOR EMP1 vipshah-lap 2
MAMNAGEMENT TABLE

YWMSSRCZ ORACLE COMJTAYLOR OBJECT CREATE |SCOTT.EMP1 vipshah-lap?2
MANAGEMENT TABLE

VIMSSRCZ.O0RACLE COMJTAYLOROBJECT DROP SCOTT.EMP1 vipshah-lap 2
rMAMNAGEMENT | TABLE

VMSSRCZ. ORACLE COMJTAYLORUSER LOGOMN vipshah-lap 2
SESSIOMN

ORCLUS ORACLE.COM JTAYLOR DATA, SELECT SHSALES rachnu i us aoracle com
ACCESS

ORCL US ORACLE COMM JTAYLORLISER LOGOMN rachme 1 us oracle com
SESSION

VWIASSRCZ2.0RACLE.COM SYS USER LOGON vipshah-lap 2
SESSION

ORCLUS ORACLE COM sys USER SUPER
SESSION USER

LOGON

ORCLUS.ORACLE.COM |f USER SUPER

CcC oo CiIMmMk I
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. Audit Vault - zasto je vazan?

e Osigurava neporecivost
* Neovisan alat
* Od koga Sstiti
| od privilegiranih korisnika
e Zadovoljenje regulativa, podjela uloga

* Forenzika — tko je Sto | kada ?
(postavke sustava i auditing-a)
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B Koiji je cilj sigurnosti?

« Ukupno sigurnosno stanje

| miran san viasnika
kompanija

« Zadovoljenje sigurnosnih
propisa i regulativa

 Mogucnost provjere dogadaja
* Podjela uloga i odgovornosti
 Cijena ukradenog podatka
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Information Company
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Security Company
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Pitanja ?
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